Manual de Configuracéao de Policy VISMS 3.0

Este manual tem como objetivo ajudar o usuério nas configuracGes das Policy do
VISMS 3.0

Caso tenha alguma duvida ndo esclarecida neste manual, favor entrar em contato com
sua revenda ou enviar e-mail para suporte@hauri.com.br.

1. — Entrando no console de gerenciamento:

Cligue com o botéo direito do mouse no icone Site Server 3.0, localizado ao

lado do relégio do Windows, e selecione a opgao Site Server Management
Console.
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1.1. — Agora é preciso logar-se no console de gerenciamento para que possamos
fazer e aplicar as alteracdes.

Para isso, clique no botdo Conect no canto superior direito da tela principal do
Management Console, e preencha a tela com seu usuario e senha.
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2. — Chegando até as Configuragdes de Policy.

Ap0s estar logado no Console, siga para o botdo Settings>Policy Settings.
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2.1. — Estamos agora na tela de aplicagéo de Policy, mas ndo temos nenhuma Policy
configurada, antes de aplicarmos precisamos cria-las.

Na parte inferior esquerda temos 2 abas,
- Allocation Tree: Alocacédo de Policy, é o local onde aplicaremos a Policy ap6s ela ter
sido criada.

- Policy Tree: E o local onde criamos a Policy.
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— Criando uma Policy

Temos 5 tipos de Policy:

- Protection Strategy: ConfiguracGes preventivas em caso de ataque virotico.
- ViRobot — Configurac¢des do ViRobot Desktop 5.0.
- Network — Configurac6es do ViRobot ViruswWall.

- Agent — Configuracgdes do SiteClient.

- Server — Configuracdes para o Servidor e seus Sub-Servers.

Comecaremos agora a criar Policy por Policy, lembrando que sempre que
formos criar uma nova Policy devemos seguir 0s seguintes passos:

- Cligue no tipo de Policy a ser criada:

]

YiRobot ISMS Console - Admin

File Edit Yiew Tools

i)
m
i

dd4

el Policy Tree

a4

©74 Protection strategy

L viRobot

% Mekwork

G2 Agent

= Server

- Clique em New Policy:
|} et policy

Advanced

@ |82




Agora vocé ja tem sua Policy criada, mas ainda esta sem configuragdo nenhuma, vamos
configura-las uma a uma seguindo os tépicos abaixo.

Obs: Sempre desmarque a opgéo Inheriting from Parent, para que o painel de
modificacdo

3.1. — Protection Strategy Policy:

Na aba Outbreak Prevention:

- Tire a Selecéo de Inheriting from Parent.
- Coloque o Level 3 para manual.

Policy settings

Policy Mame: IF‘r-:uI:e-:l:il:un strategy_Templatel

Descripkion: I

Parental Policy: I J

Saving Date: |2E|,I'1EI,I'2EIEIE| 12:25:54

Protection strategy policy settings
Cutbreak Prevention | Outbreak Response

\% Setting Qutbreak Prevention Service Lewvel,

| [T Inheriting From Parent |
¥ Enable Cutbreak Prevention Service

Lewvel 1

% fukamatic  Manual
—Level 2

% Aukornatic {7~ Manual
—Level 3

" Aukornatic % Manual

Cutbreak Prevention Feature prevents Outbreaks of
Mew Yiruses by Patkern dnalysis,

3.1.1. — Outbreak Response

- Somente retire a opcdo Inheriting from Parent.



Puolicy settings

Palicy Marme: IF'ru:uteu:I:iu:un strateqy_Templakel

Descripkion: I

Parental Palicy: I J

Saving Date: |2Er,l'1III,I'2I:II:IEu 12:25:54

Protection strategy policy settings
Cutbreak Prevention | Dutbreak Response
Recovery and patch of infected File and registry is
petformed automatically according to infection status,

[~ Inheriting from Parent

[¥ Enable Cutbreak Response Feature

Lewvel 1

" Aukornatic {* Manual
Level 2

 Aukamatic * Manual
Level 3

" Aukomatic f* Manual

3.2. — ViRobot Policy
- Selecione a opcdo Advanced;
3.2.1 - Virus Scan:

Agora na aba Virus Scan, no sub-menu General Scan faca as seguintes alteracoes:
- Marque as check box:

- Exclusion Settings for Threat Scan.

- Auto Termination of there's no Threats Detected
Em Failed to repair/Unrepairable coloque:

- Auto Delete.



Policy settings

Palicy Marme: I'-.-'iRu:uI:unt_TempIatel

Descripkion: I

Parental Palicy: I J

Saving Date: IEIS-,I'IEI,I'EEIEIE 131717

ViRohot policy settings # General @ Advanced
Spy,l'.ﬁ.dware Scan  Mail Protection  Access Conkral  Restriction Policy  Other Configurations

'-.a 3eneral Scan @ Real-Time Manitaring | L;? Protect Messenger | ﬁ Scheduled Scan |

[~ Inheriting From Parent

—acan Targek Settings

[+ &l Files Advanced |

[~ M3 Office Files
[T Executable Files
[~ User Defined Extension

[+ Include Compressed File

[ ¥ Exclusion Settings For Threat Scan|

| [+ Auka Termination if there's no Threats Detected

[~ Making Signal when a Yirus Found
¥ Create Log

Scan Operation Setkings

Wwhen Threats Detected I.ﬁ.utumatic Repair without Motice

Ll L

Failed to repair/Unrepairable I.ﬁ.utn Delete

—Opkion Settings For Program Skark-up

[+ Progress Memaory Scan
[+ Progress Process Scan
v Progress Book Sector Scan
|+ Scan YiRobat Self Infection

No sub-menu Real-Time Monitoring:

- Marque as check box:
- Executable Files;
- Registered as Hidden mode.

Em Failed to repair/Unrepairable coloque:
- Auto Delete.



Policy settings

Falicy Marme: |zl

Description: |

Parental Policy; | J
Saving Date: |4I1 172006 23:30:481

ViRobot policy settings @ General @ Advanced

Yirus Scan | Spyisdware Scan  Mail Protection Access Control  Restriction Palicy  Other Canfigurations

.} General Scan ||| & Real-Time Monitoring | (20 Prutecthﬂesaenger| £ Scheduled Scan

[ Inheriting from Farent

Scan

[~ All Files(a
v Executable Files
v MS Office Files(D
[~ User Defined Extensionilh

[v Auto-Run Resident Scan upon Windows Start-up
[v Floppy Disk Boot Scan upon Windows Shutdown
v Create Log

Set up Repair ‘
v Registered as Hidden mode: >

Repairable |Auta Repair |
Failed to repairfUnrepairahle |Autn Delete j

Advanced

No sub-menu Protect Messenger:
Em Failed to repair/Unrepairable coloque:
- Auto Delete.



Policy settings

Folicy Mame: |glEls

Description: |

Parental Policy: | J
Saving Date: |4I1 172006 23:30:41

ViRohot policy settings @ General i@ Advanced

Yirus Scan | Spyiadwiare Scan Mail Protection Access Caontrol Restriction Policy  Other Configurations

B General Ecan| @ Real-Time Monitoring L‘_? Protect Messenger ﬁ Scheduled Scan

[~ Inheriting from Parent

Internet Messenger Protection

W Protecting Internet Messenger from Wiruges

[v Include Compressed File

v Create Log

Set up Repair

[ Displaythe alert message to the user

Repairable |Autn Repair

L e

Failed to repairfUnrepairahle |Autn Delete

3.2.2 — Spy/Adware Scan:

Marque as check box:
- Scan Adware;
- Spyware;
- Key Logger;
- Remote Control Program;
- Adware;
- Joke;
- Etc.
Em When Detecting Spy/Adware coloque a op¢éo:
- Delete without confirmation during repair(delete).



Policy settings

Folicy Mame: |glEls

Description: |

Parental Policy: | J
Saving Date: |4I1 172006 23:30:41

ViRohot policy settings @ General i@ Advanced

Yirus Scan | SpyiAdwiare Scan | Mail Protection Access Control Restriction Policy  Other Configurations

. Delete spnwvare, adware, key logoer, joke, remote control program. Set up
the scan configure against Potentially Unwanted Program.

[~ Inheriting from Parent

setup Scan
v Scan Adware
W Spypware v Advware
v Keylogger [v Joke
[v Femote Control Program [v Etc.(Potentially Unwanted
v Create Log

Set up Repair

When detecting Spyiddware |De|ete without confirmation during repair{delete) j

If need to change the Internet Home pade when repaiting the infected file.
Address: |ahnut:h|ank

Set up Monitaring
v Set Monitoring

The detected SpyiAdware will be repaired automatically if set up Monitoring.

Scan Interval ] * | Ewery Hour

[ Display Alert message when Spyladware Diagnosis

3.2.3 — Mail Protection:

Marque as check box:
- Enable Spam Filtering;
- Enable Malicious Script Scan;
- Support Mail Attached File Scan.

Em Failed to Repair/Unrepairable cologue a opgéo:
- Auto Delete.

Em Limit of Mail Size coloque o tamanho MAXIMO de e-mail que deseja receber,
qualquer e-mail acima do valor estipulado, serdo ignorados e excluidos.



Policy settings

Falicy Marme: |zl

Description: |

Farental Policy: | J
Saving Date; |4I1 102006 23:30:81

ViRobot policy settings i General

i3 Advanced
Yirus Scan  SpywfAdware Scan |Mail Protection | Access Control  Restriction Policy  Other Configurations

E-mail Protectar is monitaring E-mail packets on real-time and blocking
all Wirus, Warm, Spam. Set up the Configuration for E-mail protection.

[ Inheriting from Parent
Setup Scan

v {Auto-Run E-mail Protectar upon System Bootup

[v Include Compressed File
v Create Log

Setup Repair

[ Display the alert message to the users

Fepairahle |Aut|:| Repair j

Failed to repairnrepairable |Autn Delete j

Applicahle Ran

Qe
Limit of Mail size (2000 Khyteis)

Script-Gater

[v Enable Spam Filtering

[v Enable Malicious Script Scan
[v Support Mail Attached File Scan

3.2.4 — Access Control:

Marque as check box:
- Inheriting from Parent.



Policy settings

Falicy Marme: |zl

Description: |

Parental Policy: | J
Saving Date: |4I1 172006 23:30:51

ViRobot policy settings i@ General i@ Advanced

Yirus Scan  SpyAdware Scan Mail Protection |Access Contral | Restriction Policy  Other Configurations

(% Access Control is that it protects the important files by allowing the only

authorized users have an access to the selected files. Set up the canfiguration

For Memme e amtenl

Inheriting fram Parent

General Environment Settings
[v Auto-Fun File System Access Control uponBootup
[v SetHauri Product Protection (Recommended)
[v Create Log

3.2.5 — Restriction Policy:

Marque as check box:

- Use Full Ul

- Password Settings for Real-time Monitor;

- Client LockDown Configuration Options.
No campo de texto digite a senha desejada para destravar as configuragdes do antivirus
nas estacoes.

- Allow Virus Scan Configuration.

Desmarque todas as outras check box.



Policy settings

Folicy Mame: |glEls

Description: |

Parental Policy: | J
Saving Date: |4I1 172006 23:30:41

ViRobot policy settings i@ General g Advanced

Yirus Scan  SpyfAdware Scan Mail Protection  Access Control |Restriction Policy | Other Configurations

Fassword can he setto lockdown Environment Settings
and Real-time Monitor,

[ dnheriting fram Parent
YiRohaot U Settinos

" Mo Chanoge i Lge Easy U

Password Setfings
[v Password Settings for Real-time Monitor

[v Client Lockdown Configuration Options

Fassword:
|agentdnwn

Lockdown YWiRobot Configuration

| [ Allow ViRobot Advanced Settings Configuration

| v Allcw Virus Scan Configuration

[ Allow Firewwall Configuration
[ Allow Mail Scan Configuration

[ Allow Access Control Configuration

] [l 0 ] 0

3.3. — Network policy:

Em Basic Information marque as check box:
- Enable Pc Firewall;
- Enable network Access Control Policy.



Policy settings

Folicy Mame: |[§

Description: |

Farental F'I:ulin:ﬁ,r:| J
Saving Date: |5I1 1520068 00:08:53

Network policy settings

Basic Infarmation | Hetwork Rule Process Rule Settings  Restriction Policy  Share Folder

Sefting Security tems of PC Firewall.
1

[ Inheriting from Parent

| [w Enable PC Firewall

Component

[ Use Metwork Block Feature
| v Enable Metwork Access Contral Policy

[~ Enable Process Access Control Palicy

[ Enable Emergency Lock

3.4. - Client policy:

Em Connection Time Interval coloque o tempo em segundos para que os clientes se
conectem com o servidor em busca de atualizagoes.
- Recomendamos entre 3600 e 7200 segundos.



Policy settings

FPolicy Mame: |2

Description: |

Farental F'u:uliu:ﬁ;:|
Saving Date: |5!1 172006 00:1 348

Client policy settings

NDtify‘ Update “irus Protection Restriction Policy  YWindow

@ mModifiing server Connection Time Interval and server address in
agent.

[ Inheriting fram Parent

Connection Time Interval
Ih ewary: 3600 | Becond(s)

Senver Settings
[ Remove Sermer Address in Agent
Main Server ar Sub-server Address:

Semer Address | Description
Add

Remuove

3.4.1. - Notify:

Em Basic Information marque as check box:
- Hide Virus Repair Confirmation Window;
- Auto Repair.

Desmarque a check box:
- Show Instant Message.



Policy settings

Falicy Marme: |3

Description: |

Parental Policy: |
Saving Date:; |5H 1r2006 00:13:48

Client policy settings

General Update Virus Protection Restriction Policy  Window

i Select Motification Options.

[ Inheriting frorm Parent

Management Semver
Cisplay Auto-Update Window an Client Computer.
[ Show ViRohot Auto-Update Window

Select WiRohot Resident Display Option

Cisplay ViRobot Resident lcon inWindows Systern Tray
(This option is inapplicable to ViRobot Advanced Server))
[ Show ViRobot Resident lcon in Windows System Tray.

Select Message Display Options
User Motification Display Options.
[T Show Instant Messagel
[ Show Windows NT Message

Display Settings for Repair Canfirmation Window
Choose Confirmation Windomey to he displaved at Client Computer.
v Hide Virus Repair Confirmation Window

3.4.2. — Update:

Marque as 2 check box:
- ViRobot Update>Update through VISMS Server;

- Upon Click Update Button in ViRobot Desktop> Update through VISMS
Server.



Policy settings

Falicy Mame: |2

Description: |

Farental Policy: |
Saving Date: |EI1 12006 22:41:56

Client policy settings

General Motify Updateh«’irus FProtection Restriction Policy  Window

E% Configure Update Options

[ inheriting from Parent

Intelligent Client Rohot

Lpdate via nearhy client enahles rapid distribution without netaark load
for slow network ar separated location.

[~ Enable Intelligent Client Rohot.

Feport Update Errar
Feport an update errorwhen update has not been performed for & specifi

mMumber of Days :

| }
14 - Davys ( Default 14 davs)

Set Auto-Update Option
Trying Auto-Update upon Clients' Boot-up.
[~ Auto Update upon Boot-up

YiRobot Update

WiRobot Update is available through either YISMS Server or Internet.
i« Update through YISMS Server
i Lpdate through Internet

Lpon Click of Update Button inviRobot Desktop

Ipdate is performed via YISMS Server or Internet.
t+ pdate via YISMS Server
i Lpdate via Internet

3.4.3. — Restriction Policy:

Em Select Lockdown Option, coloque a opgéo Disallow All.

Marque a check box:

- Using password for service lock, e coloque a senha que desejar;



Policy settings

Falicy Marme: |3

Description: |

Parental Policy: |
Saving Date:; |5H 112006 22:41:456

Client policy settings

General Motify Update “irus Protection |Restrictinn PnlicyIWindnw

.T, Apply a restriction policy to selected WMS clients in arder to prevent
them from configuring certain ViRobot options.

[ Inheriting fram Parent

Client Lockdown Canfiguration Options
Select Lockdown Qotion : Disallow All j

Set Client Lin-installation Password

Enter a password to prevent clients from remaoving ¥mS Client (Default:
agentdown)

Lin-installation Password: agentdown
[ Mo Passward

Set up the password for client's serice discontinue

Set up the password to prevent the discontinue of agent semvice by the
Uzer ddindows XP MNT,2000,2003)

|IF using password for service interruptiun|

password for client interruption |vm5dnwn

Restrict Uipdate Time Settings

Set a restricted time during which update is not to be performed.

[~ Apply Update Restriction [~ Cancel Update Restriction

Tirne : |IZIIZI:IIIIZI:EIEI = - |00:0o0:00 —

client massage transmitting

The user allows or restricts the message transmitting to others.

W using the instance message

3.5. — Server:

3.5.1. — General:

No campo Connection Time Interval, coloque o tempo desejado para que o
servidor saia em busca de atualiza¢des nos servidores Hauri.(Recomendamos entre 3600
e 7200 segundos).



Policy settings

FPolicy Mame: |[EERER

Description: |

Farantal F'u:uliu:ﬁ;:l J
Saving Date: |EI11IEIIIEIE 225404

Server policy settings
|P~.dvanced Administratar Metwork Log Others

General Settings can he changed.
]

[ Inheriting from Farent

Location Settings

Anti-virus Directory: |

Download Diractory: | J

Conhection Time Interval

I every; 3600 _|:| Seconds




